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We have a dream

« Imagine that your entire life as
network engineer you have logged
into routers to perform show
commands to get a glimpse into the
current state of your networks. »

« Suddenly you see your colleague on
the right querying the current
network state in seconds directly
from a real-time data stream. No
access to routers needed. No
databases needed. »

"NASA Mission Control Digital Twin in the 60s,
Digital Twin is not Rocket Science"



Q Monitoring L3 VPN's with IPFIX, BMP and YANG-Push

: VRFName: ABC

: Route Distinguisher:  0:64499:1

: Standard Community: 64499:123
Prefixes: 172.16.31.0/ 24

ol ‘

fConnection Point

,,,,,,,,,,,,,,,,, " Logical
- Connection :

64499:123:172.16.31.0/ 24,
64499:456:100.67.1.0/ 24

Extended Community: RT:60633:1100001064

Standard Community: 64497:798

Prefixes:

......... O

: VRFName: DEF
: Route Distinguisher: 0:64499:2
i Standard Community: 64499:456
3 : Prefixes: 100.67.1.0/24

: IPv4/ 6 Source: 172.16.31.1
| Port Source: 23456

¢ IP Protocol: TCP

¢ IPType of Service: 192

: IPv4/ 6 Destination: 100.67.1.2
: Port Destination: 443

—>
fConnection Point T Tewe Y
S Yy - T T T — _>

! Ingress Logical Interface ID: 32

 Ingress Physical Interface ID: 21

i Ingress VRFID: 0x100

: EgressLogical Interface ID: 11

: EgressPhysical InterfaceID: 43

: EgressVRFID: 0x16

: Forwarding Status: FWD Unkown

> Connectivity Service perspective, Connection Points are

connected through Logical Connections.

From a BGP control-plane perspective, IPv4/6 unicast prefixes in
VRF's are tagged with BGP standard communities.

> One BGP standard community to identify the Logical
Connection. One BGP standard community to identify each
Connection Point.

> When IPv4/6 prefixes are exported from VRF's, a BGP route-
distinguisher, BGP extended community route-targets and a
SRv6 VPN SID for the IPv6 next-hop are allocated.

From a forwarding plane perspective, when IPv4/6 unicast traffic
is received from the edge at the SRv6 PE, a lookup is performed,
the SRv6 VPN SID is obtained and IPv6 next-hop is added when
forwarded to the core.

Swisscom collects MPLS and SRv6 provider data plane, IPv4/6
unicast customer data-plane in IPFIX and at provider edge BGP
VPNvV4/6 unicast in production to perform real-time data
correlation.



New

—

BGP Monitoring Protocol (BMP)

Integrates natively into the BGP process by mirroring BGP
PDU's. Exports peering states and statistics and with route-
monitoring the BGP RIB tables, BGP path decision and
route-policy metadata.

BGP Monitoring Protocol (BMP)
https://datatracker.ietf.org /doc/html/rfc7854

Support for Adj-RIB-Out in BGP Monitoring Protocol
https://tools.ietf.org/html/rfc8671

Support for Local RIB in BGP Monitoring Protocol
https://datatracker.ietf.org /doc/html/rfc9069

Advanced BMP Statistics Types
https://datatracker.ietf.org/doc/html/rfc9972

TLV support for BMP Route Monitoring and Peer Down Messages
https://tools.ietf.org/html/draft-ietf-grow-bmp-tlv

BMP Extension for Path Marking TLV
https://datatracker.ietf.org/doc/html/draft-ietf-grow-bmp-path-marking-tlv

Logging of routing events in BGP Monitoring Protocol
https://datatracker.ietf.org /doc/html/draft-ietf-grow-bmp-rel

BMP YANG Module
https://datatracker.ietf.org /doc/html/draft-ietf-grow-bmp-yang
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BMP — Address Family Agnostic

>BMP Per Peer Header

Shows at which RIB (Adj-RIB In, Local or Adj-RIB

Out, Pre or Post Policy) and from

the BGP PDU at was obtained.

>Encapsulated BGP PDU

Shows the encapsulated BGP PDU. In case of
BMP route-monitoring, it describes whether it
was a topology update or withdrawal and for
BGP community, NLRI and BGP Prefix SID path

attributes.

MNe. Time Source P Destination IP Protocol
18 2823-11-86 22:12:33.943443 2e81:dbg:2::1 2382:890:4887::4:2 BGP

Length Info
1294 UPDATE Message

Frame 18: 1294 bytes on wire (18352 bits), 1294 bytes captured (18352 bits)
Ethernet II, Src: Cisco ff:dd:9e (48:86:d5:ff:dd:9@), Dst: vMware_ee:ds:14 (ee:ec:29:8e:ds8:14)
Internet Protocol version &, Src: 28e1:db8:2::1, Dst: 2392:290:4887::4:2
Transmissicn Contrel Protocol, Src Port: 39841, Dst Port: 1792, Seq: 746, Ack: 1, Len: 1228
w BGP Monitoring Protocol, Type Route mMonitoring
version: 3
Length: 227
Type: Route Monitoring (@)
~ ™ _Per Peer Header
Type: Loc-RIB Instance Peer (3)
2222 2822 = Flags: ew@e
Peer Distinguisher: @:e

_< Unused: 222222802222020020200208

Address: 8.8.8.8

ASN: 65536

BGF ID: 198.51.188.191
Timestamp (sec): 1533272753

— Timestamp (msec): 942134
“ | Border Gateway Protocol - UPDATE Message
-~ Farker:
Length: 179

‘ Type: UPDATE Message (2) ‘
wWithdrawn routes Length: @
Total Path Aattribute Length: 156
w Fath attributes
Path Attribute - MP_REACH_NLRI
rath Attribute - ORIGIN: IGP
Path Attribute - AS_PATH: empty
Path Attribute - MULTI_EXIT DISC: @
Path Attribute - LOCAL_PREF: ls42@
Path Attribute - COMMUNITIES: £4496:299 6449611981 £4497:1 54499:1
Path Attribute - EXTENDED_COMMUNITIES
v Path attribute - BGP Prefix-sSID
Flags: exce, Optieonal, Transitive, Complete
Type Code: BGP Prefix-SID (48)
Length: 37
“ SRVE L3 Service
Type: SRvE L3 Service (5)

Length: 34
_< Reserved: @

¥ SRvE Service Sub-TLVs
“ SRvE Service Sub-TLV - SRve SID Information

Type: SRvs SID Information (1)

Length: 28

Reserved: @8

SRvE SID Value: 2@e@l:dbg:1::

SRwe SID Flags: exee

SRvE Endpoint Behavior: End.DT4 with NEXT-CSID (2x8e3f)

Reserved: 8@

% SRvE Service Data Sub-Sub-TLvs

“ SRvE Service Data Sub-Sub-TLV - SRve SID Structure
Type: 5Rvé S5ID Structure (1)
Length: &
Locator Block Length: 32
Locator Mode Length: 16
Functien Length: 1&
Argument Length: @
Transpesition Length: 18
Transposition offset: 48




IPFIX Covering Segment Routing
For MPLS-SR, SRv6 and On-path Delay

Node based:
IOAM Flow Aggregation;

SRv6 is commonly standardized, network vendors implementations are available, and network ;
operators are at various stages in their deployments, missing data-plane visibility though. A ;

Segment Routing coverage in IPFIX brings visibility for:

Data-collection based:

> Which routing protocol provided the label or IPv6 Segment in the SR domain. SN Flow Aggregation
° Data Collection 5
> The active Segment where the packet is forwarded to in the SRv6 Domain. @ =, B

> The Segment List where the packet is going to be forwarded throughout the SRv6 Domain.

\"4

The Endpoint Behavior describing how the packet is being forwarded in the SRv6 Domain. RN :

; Message Broker based:
. . . E C lidation:
The Min, Max and Average On-path delay at each hop in the SR domain. | % N onsolida |oné

A\

Message Broker

Export of MPLS Segment Routing Label Type Information in IPFIX
https://datatracker.ietf.org/doc/html/rfc9160

. -
Export of Segment Routing IPv6 Information in IPFIX ‘ Timeseries DB

Data Base:
Join:

https://datatracker.ietf.org/doc/html/rfc9487

Export of Forwarding Path Delay in IPFIX B :
https://datatracker.ietf.org/doc/html/rfc9951
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Segment Routing IPv6 Encapsulation

MNa. Time Source [P Source Port Destination [P Destination Port  Protocol
7 2822-12-22 13:56:12.823123 283.8.113.456 283.8.113.36 ICMP
8 2022-12-22 13:56:12.823197 263.8.113.38 263.6.113.46 ICMP

£

Frame 7: 234 bytes on wire (1872 bits), 214 bytes captured (1712 bits)
Ethernet II, Src: HuaweiTe_3a:2e:62 (f8:53:29:3a3:2e:62), Dst: HuaweiTe_3a:33:a2 (f8:53:29:3a:33

— v Internet Protocol Version 6, Src: 2081:db8:3::1, Dst: 2001:db3:18:0:10:
e 8118 .... = Version: 6
> Pro"lder data-pla ne oL BBBB BEBD ... .... ... ... ... = Traffic Class: @x@0 (DSCP: €58, ECN: Not-ECT)
caa. BEBA BB.. ... .iih aies aaes aaan = Differentiated Services Codepoint: Default (@)
.......... BB .... s... wess wueaw .... = Explicit Congestion Notification: Mot ECN-Capab

.... 8811 8881 1161 6881 1181 = Flow Label: 8x31dld
Divided into an IPv6 and raylond Length: 160

Next Header: Routing Header for IPve (43)
Hop Limit: 253
* Source Address: 20@l:db8:3::1
Destination Address: 28@1:db8:18:8:10::
~ Routing Header for IPwe (Segment Routing)

. . __GCZZ:: Mext Header: IPIP (4
The IPv6 header shows from which PE to which e
[Length: 96 bytes]

next-hop it is being forwarded. The Segment Type: Segnent Routing (4)

Segments Left: 1

Routing Header the this packet Last Entry: 3

Flags: @x@e
needs to pass through and Tag: 0000
Address[@]: 2881:db8:2:0:48::
Address[1]: 2601:db2:18:8:16:
Address[2]: 2eel:db8:17:0:16:
Address[3]: 2801:db8:14:0:18:
» Internet Protocol Version 4, Src: 283.8.113.46, Dst: 283.8.113.38
2182 .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)

> CUstomer data_pla ne Ei:iriz:;ﬁ?dgiewices Field: @x@@ (DSCP: €S8, ECN: Not-ECT)

Identification: ewxebdf (3839)
816. .... = Flags: @x2, Don't fragment
...0 B2B0 BEEE BRBR = Fragment Offset: 8

This is what we receive from the customer and e Tine to Live: 63

Protocoel: ICMP (1)

en Ca psulate for tra nsport th rough the SRV6 Header Checksum: 8xb77c [validation disabled]

[Header checksum status: Unwverified]
core. Source Address: 203.8.113.46
Destination Address: 283.8.113.30

Internet Control Message Protocol




Measure On-Path Delay with Network Context

> Packets are captured ingress with an optional sampler, data plane

: IPv4/6 Source: 1721631.1 dimensions extracted, enriched with management and control
 Port Source: 23456 _ _ _ _

: IP Protocol: TP plane dimensions and added with a unique flow ID to a flow cache
: IPType of Service: 192 .

| IPv4/6 Destination: 100.67.1.2 on the node for aggregation.

: Port Destination: 443

: Ingress Logical Interface ID: 32
: Ingress Physical Interface ID: 21

: : > A direct export marking bit and optionally a timestamp is added
 Ingress VRF ID: 0x100 . Segment

EgowsLogical Interface ID: 11 5 . Rolting TimestamP to the packet when entering the OAM domain by leveraging IOAM
eV e e 5 | f/ Direct Export (RFC 9378) or E2E Option Type (RFC 9197) or

: Forwarding Status: | FWD Unkown alternatively Enhanced Alternate Marking (RFC 9341, draft-zhou-
IPval6 Source: 17216314 | ippm-enhanced-alternate-marking).

 Port Source: 23456

:i?y:?gggewiw: Ig‘; > Each subsequent packet for the same flow increases byte and

IPvd6 Destination: Jo06712 packet count. Each new flow creates a new flow ID in the flow

: Ingress Logical Interface ID: 32
. Ingress Physical Interface ID: 21
 Ingress VRF ID: 0x16
. Egresslogical Interface ID: 11
: EgressPhysical InterfaceID: 43

cache.

> At each node in transit or only at the decapsulation node, delay is
calculated by comparing the observation timestamp in the packet

EgressVBFID: 0x16

§§|°§7..$mg&atus T%%E%ﬁ%vé; and when packet is received. Delay is populated into the flow
Doy Sum : , cache together with packet and byte count as defined in RFC 9951.
Delay Max 7 I
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From YANG-Push to Network Analytics

A network operator aims for:

* An automated data processing pipeline which starts with YANG-Push,
consolidates at Data Mesh and ends at Network Analytics.

* Operational metrics where standards organizations define semantics.
* Analytical metrics where network operators gain actionable insights.

We achieve this by integrating YANG-Push into Data Mesh to:

* Produce metrics from networks with timestamps when network events
were observed.

* Hostname, publisher ID and sequence numbers help us to understand
from where metrics were exported and measure
its delay and loss.

e Forward metrics unchanged from networks

* Learn semantics from networks and validate messages.

e Control semantic changes end to end.

Subscribe to
YANG Data

Publish
YANG Data

YANG Data
Collection

%«(@«

YANG Schema
Registry

Message
Broker

[
NN
T«

i

YANG Data
Normalization

o
([

o

Time Series
Database
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Today, subscribing to a YANG datastore, publishing a YANG modeled notifications message from the network and
viewing the data in a time series database, manual labor is needed to perform data transformation to make a
message broker and its data processing components with YANG notifications interoperable.

State of the Union

From data to data




Q IETE YANG-Push

IAB Workshop YANG 1.0 gNMI Data Mesh Integration
Defines operators' requirements in Specified in RFC gNMI was presented to IETF Vendor-specific implementations and IETF YANG-Push are hard
RFC 3535 to lifecycle CLI and SNMP. 6020.1.1in RFC NETCONF and to manage. New requirements emerged for integrating with
YANG, Netconf and Restconf 7950. implementations started at the message broker and an automated data processing chain.
development started. major network vendors. New specifications are proposed to resolve these challenges.
| | | \
e
| | |

IETF YANG-Push IETF YANG-Push IETF YANG-Push Major

Specification Started Specification Finished Implementations Started

Development of RFC 8639 Development of RFC 8639 and RFC Questions arise. Proposing a

and RFC 8641 started at IETF 8641 concluded at IETF NETCONF simplified IETF YANG-Push and an

NETCONF. without any major network vendor Agile Incremental Driven
implementations. Development. 11




Q Elements of the Architecture

SR e . > Network Orchestration subscribes to YANG datastore.
| Acearding €0 Schema > Network Node informs Data Collection on subscription state
T Data Comsmer T | and publishes YANG metrics with YANG-Push.
(10) cet | | | (9) validate > Data Collection obtains for each subscription the YANG module
shema 1 | aehens on coneumes dependencies and the YANG modules on the network node,
L T e | registers it in the YANG Schema Registry and prefixes the
o e ! forwarded YANG notifications with the obtained schema ID.
I "
|1 (1) rssue | {ANG pueh Hocsage > YANG Schema Registry issues for a Message Broker subject a
T st T o producer schema ID for each new schema tree, compares a new schema
L . ; ... | Ibon Producer . . - : :
| e A e i contection | tree with an existing and versions it.
| Schema Registry | --------------- > | YANG-Push Receiver | . .
T O e TN reeeive > Data Consumer consumes YANG-Push notifications from
G-Push 1
y (4) Discover | | Suberiotion Me;sage Brpker, obtains sche_ma.tree from YANG schema
T e | pepenconnrny | | SR Messace registry, validates YANG notifications against schema and uses
Catalo and Obtain ublish 1
I talog ! s e schema to populate into database table.
[ | Message
1) Discover L e > Architecture Details:
L . pdbeeon M LI draft-ietf-nmop-yang-message-broker-integration
| Manage YANG-Push | --------------- > | Network Node |
| Subscription | === - > | YANG-Push Publisher|

12 R T + (2) Subscribe Fomm - +
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Q YANG-Push From discovering YANG-Push

subscription capabilities defined in
RFC 9196, subscribing interesting
metrics periodical (statistics), on-
change (state changes) or on-change
On-Change with sync-on-start (states) defined in
Periodical Sync-On-Sart RFC 8641.

YP 1 . . YP 2 A O Each subscription refers to network
. B e (name) e SIvinterfeces .@’ YANG-Push Receiver node, datastore (RFC 8342) and a

schema tree.

+
+--ro discontinuity-time +--rw description?
+
+

+--ro in-octets?
+--ro in-unicast-pkts?

T e — XA_’V_G_Pys_h_» Data Collection

+--ro in-broadcast-pkts? +--rw link-up-down-trap-enable? 1
+--ro in-multicast-pkts? +--ro admin-status - 3 g . .
i - ~Inthis RFC 8343 example ietf-
e o - ro oper-status _ - k. g - n IS eXa e Ie

ro in-errors? +--ro last-change? - < R R R LR R R PR PR —_—

i_:ro in;t\nk:ogn;protos? 4--ro if-index ' _____ — ] 0-\E’(,()\le ..... ‘l . . . .
et piol oo © (e ! interface statistics are subscribed
ge

+--ro higher-layer-if* /
Pt (Toro lover-layer-ifs an® Iy T . .
periodically and ietf-interface states
+--ro out-errors?
on-change sync-on-start. YANG-Push
subscription ID's are per network
{YP-3} modsie: tect-incertaces YP-4 '} noaure: sete-intertaces node significant,
+--rw 1nt§rfaces 4--rw interfaces
e +--:w if;t:ii::;iizamﬂ e +--rw interface* [name]
::Z f;fgzzié::ity-time +--i: Z{Z::ription? . Data C0||eCtI0n ObtaInS fOI‘ eaCh
: t ? +--rw type ~C§’
+::ro }n:unlcast—plfts? . t——rw e’iabmd? P o)° Q’Q H H
e i erticest e [l ot enarie: - subscription the YANG schema tree
b . .
e 7 by leveraging <get-schema> (RFC
1”“’ Ou't:’o‘:tetsz - +--ro phys-address? PR
- - - ? = i - —if* - .
+ro cut-hrosdeast-pkts? S & 6022), YANG Library (RFC 8525) and
+--ro out-multicast-pkts? +--ro speed?

+--ro out-discards?

draft-ietf-netconf-vang-library-
13 augmentedby.
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YANG Schema Registry

YANG
Schema Registry

For all 4 YANG-Push subscriptions, YANG schema registration
and comparison is performed.

Since the two YANG schema trees for both YANG-Push
subscriptions are identical on both network nodes, two YANG
globally unique schema ID's are being issued from the YANG
schema registry to the YANG data producer.
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BGP Monitoring Protocol

Subscribe to BMP
route-monitoring e
and statistics . R1

module: ietf-bmp /
+--rw bmp

+--rw monitoring-stations
+--rw monitoring-station* [id]
+--rw id string
+--rw description? string
+--rw connection
+--rw (passive-or-active)
+--: (active)
+--rw active
+--rw network-instance?

. BMP Monitoring Station
) Data Collection

| leafref -

+--rw station-address -

| inet:ip-address - L R I I I I I
+--rw station-port W @ _ —— - (\

| inet:port-number - ‘\\e‘co ‘Oe

+--rw (local-endpoint) C(\

| +--:(monitored-router-address) (5

| | +--rw monitored-router-address? N p\ﬂ Ne. Destnaton Protocol Lengih I

1o inet:ip-address aa02:a0:000:20:2 00 2254 upDaTH Massage
| +--:(monitored-router-interface) 2

| +--rw monitored-router-interface?

| if:interface-ref e e e e B o2 vy (3 )

+--rw monitored-router-port? v FrOmece, TR Rt

inet:port-number

module: ietf-bmp
+--rw bmp
+--rw monitoring-stations
+--rw monitoring-station* [id]
+--rw id string
+--rw description? string
+--rw bmp-data
+--rw initiation-message? string
+--rw statistics-report!
| +--rw statistics-interval uint32
+--rw route-monitoring
+--rw network-instance-configuration
+--rw network-instances
+--rw network-instance* [id]
+--rw id leafref
+--rw enabled? boolean
+--rw local-rib
+--rw address-families
+--rw address-family* [id]
+--rw id identityref
+--rw filters
+--rw policy-filter
{bmp-filter-based-on-route-policy}?
+--rw export-policy*
| leafref
+--rw default-export-policy?
rt-pol:default-policy-type

TransposiTion Langtn: 16
TranSpOsITION CFFSAT: 40

Through Netconf/Restconf and draft-
ietf-grow-bmp-vang defined YANG

mopdules BMP metrics are subscribed.

With BMPv3 defined in REC 7854 resp.
RFC 8671 and RFC 9069 information,

peer-up, peer-down, route-monitoring,
route-mirroring and statistic messages
are exported to BMP monitoring station.

At the BMP monitoring station, the
received BMP messages are
transformed to YANG according to
draft-netana-nmop-message-broker-

bmp-telemetry-msg defined YANG

modules.
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module: ietf-bmp-telemetry-message

YANG Schema Registry

+-- version? uint8
+-- (message-type)?
+--: (route-monitoring)
+-- route-monitoring
+-- peer-type? peer-type
+-- peer-flags? uint8
+-- peer-distinguisher? rt-types:route-distinguisher
+-- peer-address? inet:ip-address
+-- peer-as? uint32
+-- timestamp? yang:date-and-time
+-- afi-safi-type identityref
+-- rib-entry
+-- (afi-safi)

: (ipvé4-unicast)
+-- ipv4-unicast

+-- (rib-type)
: (loc-rib)
+-- loc-rib
-=_‘> —) YANG +-- route
+-- prefix inet:ipvd-prefix
Q +-- origin? union
Schema Registry
| +-- attributes
/ | +-- origin? bt:bgp-origin-attr-type
/1 +-- as-path
P // | +-- segment*
_ | +-- type? identityref
_- s | +-- member* inet:as-number
-7 _- +-- next-hop? inet:ip-address
/// +-- link-local-next-hop? inet:ipv6-address
+-- med? uint32
+-- local-pref? uint32

|

|

|

|

|

|

|

|

| +-- asé4-path
| | +-- segment*
| | +-- type? identityref
|

|

|

|

|

|

|

|

|

|

| +-— member* inet:as-number
+-- aggregator
| +-- as? inet:as-number

schema registration and comparison

| +-- identifier? yang:dotted-quad
+-- aggregator4d

+-- attr-value? binary

For all BMP message types, YANG i

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

1 | +-- asd? t:as-numbx
is performed. | I fietifiers  yanidervenauad
+-- atomic-aggregate? boolean
+-- originator-id? yang:dotted-quad
AII BIVIP h h +-- cluster-list* yang:dotted-quad
message types s are t e |  +-- aigp-metric? uint64
. +-- community* union
+-- ext-community* bet:bgp-ext-community-type
same YANG schema tree. Depending e
+-- ipvé-ext-community* bct:bgp-ipvé-ext-community-type
+-- ipvé-ext-community-raw* string
On BMP message type and BG P +-- large-community* bct:bgp-large-community-type
. . . +-- last-modified? yang:timeticks
+-- eligible-route? boolean
address family monitored, different
+-- unknown-attributes
H | +-- unk -attribute* [attr-type]
parts of the YANG schema tree is SO S
| +-- optional? boolean
H H 1 | ==t itive?  bool
used for serialization. | pammialz  becleen
| +-- extended? boolean
| +-—- attr-len? uintlé
|
+-- reject-reason? union
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Message Broker

YANG @ @

YANG
Data Producer Message Broker

Segments Data Consumer

The YANG data producer creates for each YANG schema a new message broker topic, a message key and defines the number of
partitions being used for the topic.

It serializes the message with the previously generated message key and message content according to
draft-ietf-nmop-message-broker-telemetry-message and draft-netana-nmop-message-broker-bmp-telemetry-msg augment.

Each message is prefixed with the previously obtained schema ID representing a unique message subject. The messages are
distributed according to the hashed message key across the partitions into continuous segments.

o


https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg
https://datatracker.ietf.org/doc/html/draft-netana-nmop-message-broker-bmp-telemetry-msg

Q YANG Data Consumption

(E AEL
YANG Stream Q

Schema Registry @~~~ » Catalog <

o e ©
Message Broker Segments “»  Data Consumer
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A user or Al application/agent subscribes
discovers through the stream catalog
interesting metrics and subscribes to
message broker topic.

More than one topic can be consumed at
once by using a wildcard such as:
project.enviroment.states.yang.* to
consume all YANG state metrics.

The consumer hashes the message key
and applies modulo with the number of
partitions to determine the partition it
needs to consume from to obtain
messages with desired message key.
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YANG Converged Network Telemetry Data Processing Pipeline

At the YANG data producer, thanks to the YANG awareness to the YANG data producer and the YANG schema registry, for each
unique YANG schema tree a message broker topic and subject is being created, and messages are being indexed and hashed
according to the message key.

At the message broker, thanks to the dedicated topic per YANG schema and its message key, YANG state metrics can be
compacted to the latest state; reducing the number of stored messages.

At the YANG data consumer, thanks to the YANG awareness of the stream catalog and consumer, a specific topic, partition and
subject can be consumed for the interested YANG metrics; reducing the number of messages to be consumed.

o On-Change
reroded SymoOn-Sart A1 9Ee ot
e O e e YANG » Stream < Q

@ YANG-Push Receiver //;r:;;/:;b—_;i—,::—/ | Schema Registry Catalog :

\l“_”f;"fzh_)i Data Collection L YR L i U
7__,_47;/0;;0];‘ ek /7 ............................................ S A A /’///:::/, \\\
s oner® A YANG @ o @ YANG @

o i Data Producer 1:‘_4_‘:;_‘1;: ____ T Message Broker Segments “»  Data Consumer






Q Addressing YANG Specification and Integration Gaps

YANG-Push Transport Gaps: YANG-Push Integration Gaps and Arch:
Iesc * UDP-based Transport for Configured Subscriptions IEsG * Support of Versioning in YANG Notifications Subscription
draft-ietf-netconf-udp-notif draft-ietf-netconf-yang-notifications-versioning
IESG o Subscription to Distributed Notifications IEsG »  Augmented-by Addition into the IETF-YANG-Library
draft-ietf-netconf-distributed-notif draft-ietf-netconf-yang-library-augmentation
YANG-Push Specifications Gaps: YANG-Push Simplification:
IESG » YANG Notification Transport Capabilities * YANG-Push Operational Data Observability Enhancements
draft-ietf-netconf-yp-transport-capabilities draft-wilton-netconf-yp-observability
IESG o Extensible YANG model for YANG-Push Notifications
draft-ietf-netconf-notif-envelope YANG-Push Message Broker:
* Validating anydata in YANG Library context * An Architecture for YANG-Push to Message Broker Integration
draft-ietf-netmod-yang-anydata-validation draft-ietf-nmop-yang-message-broker-integration

* Extensible YANG Model for Network Telemetry Notifications
draft-ietf-nmop-message-broker-telemetry-message
* YANG Message Keys for Message Broker Integration
2025 2026 2027 2028 draft-ietf-nmop-yang-message-broker-message-key

 BMP YANG Model for Network Telemetry Messages
draft-netana-nmop-message-broker-bmp-telemetry-msg

a ]
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Q IETF 125 Hackathon

Fle Edit View History Bookmarks Tools Help _ o x
IETF YANG-Push - Intro x + v
« > C O 8 =2 nttpsy/www.network-analyticsorg/y B 110 £ ko Mm@ & =

IETF YANG_Push . In‘tro intro implementations standards
Test Plan
Validate and verify

« 5YANG-Push Publishers
« 2 YANG-Push Receivers

* 2 YA N G - P u s h N etWO r k Te | e m et ry M essa ge . YANG-Push to Message Broker Integration Architecture, draft-ietf-
° 1 YA N G M essa ge B ro ke r P ro d u Ce r a nd SC he m a Re g' St ry nmop-vang-message-broker-integration, makes YANG notifications

and YANG schema natively consumable in a Data Mesh enviroment.

L4 3 YA N G M e SS a ge B ro ke r C O n S u m e rS | Enabling interoparable YANG integration into network observability

real-time streaming applications.

i m ple me n tat i O n i n YA N G d at a i n tegrat i On a Utom at i O n . S U bS Cri b e tO YA N G This website aims to help YANG-Push implementors and operators
d ata O n YAN G_Pu b I ISh er’ Obta In a n d register a I I YANG m OdU Ies ne Cessa ry by giving an overview on different standard documents and their

features, in which minimal viable produet which features are

to b u | Id YA N G SC he ma tree' registe r YA N G SC he mas t (o) S Ch ema Registry available, which minimal viable product has been implemented in

which network operating systems and how they can be deployed the

and verify YANG notifications against scheme trees and produce and casies i & network operator data mesh envisoment,
consume from Message Broker.

IETF YANG-Push, RFC 8639, RFC 8641 and RFC 9196 establishes
an interoparable standard among YANG-Push publisher and receiver
implementations for subscription and notification capability
negotiation and subscription configuration and notification schema.

Reducing the operators burden of maintaining multiple YANG data

collections and transformations and enabling automated

subseription deployment and transformation.

https://www.network-analvytics.org/yp/how-to-deploy. html

Software

e YANG-Push Publisher - Cisco I0S XR, 6 WIND VSR, Huawei NE (Router) and MA (OLT) and Arrcus Arcos

e YANG-Push Receiver — Netgauze and Pmacct

« YANG Message Broker Producer — Netgauze

« YANG Message Broker Consumer — Netgauze, Ciena Blueplanet UAA Workflow Engine, Cisco Crosswork Ingestion Service
« YANG Schema Registry — Apache Kafka YANG Plugin

« Wireshark - udp-notif dissector
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https://github.com/NetGauze/NetGauze
https://github.com/pmacct/pmacct
https://github.com/NetGauze/NetGauze
https://github.com/NetGauze/NetGauze
https://github.com/network-analytics/yang-kafka-integration
https://github.com/network-analytics/udp-notif-dissector
https://github.com/network-analytics/udp-notif-dissector
https://github.com/network-analytics/udp-notif-dissector
https://www.network-analytics.org/yp/how-to-deploy.html
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https://www.network-analytics.org/yp/how-to-deploy.html
https://www.network-analytics.org/yp/how-to-deploy.html
https://www.network-analytics.org/yp/how-to-deploy.html

Q YANG-Push Publisher

6WIND Huawei Huawei Cisco Arrcus Open-

VSR NE MA IOSXR Arcos Source
RFC 8639 YANG-Push Subscription v v v v
RFC 8641 YANG-Push Notification v v v
draft-ietf-netconf-udp-notif v v v v v
draft-ietf-netconf-distributed-notif v v v
draft-ietf-netconf-notif-envelope v v v v
draft-ietf-netconf-yang-notifications-versioning v v v v
RFC 8525 YANG Library v v v v
draft-ietf-netconf-yang-library-augmentation v v v v v NetGa e
RFC 9196 System and Notification Capabilities v P Pmacct
draft-netana-netconf-yp-transport-capabilities v v sgr?:l?;ir];::o”ecmr
RFC 9254 CBOR Named Identifiers v augmentedby
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https://github.com/NetGauze/NetGauze
https://github.com/pmacct/pmacct
https://github.com/network-analytics/udp-notif-c-collector
https://github.com/network-analytics/udp-notif-c-collector
https://github.com/network-analytics/udp-notif-c-collector
https://github.com/network-analytics/udp-notif-c-collector
https://github.com/network-analytics/udp-notif-c-collector
https://github.com/network-analytics/udp-notif-c-collector
https://github.com/network-analytics/udp-notif-c-collector
https://github.com/Zephyre777/draft-lincla-netconf-yang-library-augmentation
https://github.com/Zephyre777/draft-lincla-netconf-yang-library-augmentation
https://github.com/Zephyre777/draft-lincla-netconf-yang-library-augmentation
https://github.com/Zephyre777/draft-lincla-netconf-yang-library-augmentation
https://github.com/Zephyre777/draft-lincla-netconf-yang-library-augmentation
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RFC 8348 — ietf-hardware.yang

YANG Data Model for Hardware Management

module: ietf-hardware

+--rw hardware

+--ro last-change? yang:date-and-time

+--ro sensor-data {hardware-sensor}?

+--ro value?

+--ro value-type?

+--ro value-scale?
+--ro value-precision?
+--ro oper-status?
+--ro units-display?
+--ro value-timestamp?
+--ro value-update-rate?

sensor-value
sensor-value-type
sensor-value-scale
sensor-value-precision
sensor-status

string
yang:date-and-time
uint32

With IETF YANG-Push we like to subscribe

with on-change sync-on-start

+ Forinventory use cases thelstate of the hardware.

with on-change

* Foralert use cases the hardware state notifications.

and periodically

* For performance measurement use cases the hardware sensor-data.




% Operational IETF/IEEE YANG

6WIND Huawei Huawei Cisco Arrcus

VSR NE MA 10S XR Arcos
ietf-interfaces.yang (inventory, state and statistic) P v
ietf-hardware.yang (inventory, state and statistic) v

ietf-alarms.yang (state)

ieee802-dotlab-lldp.yang (inventory and state)
ieee802-dotlax.yang (inventory, state and statistic)
ietf-bfd-ip-sh.yang (state)

ietf-bfd-ip-mh.yang (state)

ietf-bfd-lag.yang (state)

ietf-isis.yang (state)

25 n n H H
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Q YANG Message Broker

NetGauze Pmacct Apache Ciena Cisco
Kafka Blueplanet Crosswork
draft-ietf-nmop-message-broker-telemetry-message v v
YANG-Push Receiver v v

YANG Schema Retrieval

YANG Message Broker Producer

YANG Schema Registry v

YANG Message Broker Consumer

Validate Telemetry Message against YANG Schema

draft-ietf-netmod-yang-anydata-validation NetGauze

YANG Schema Comparison v Pmacct

26 n n H H
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https://github.com/NetGauze/NetGauze
https://github.com/pmacct/pmacct

Q Problem Statement and Motivation

When operational or configurational changes in connectivity services are
happening, the objective is to detect interruption at network operation
faster than the users using those connectivity services.

In order to achieve this objective, automation in network monitoring is
required. This automation needs to monitor network changes
holistically by monitoring all 3 network planes simultaneously and detect
whether that change is service disruptive.

Through network incidents postmortems we network operators learn
and improve so does network anomaly detection and supervised and
semi-supervised machine learning. With more and more incidents the
postmortem process demands automation and with the standardization
of labeled network incident collaboration among network operators,
vendors and academia is facilitated.

(LR
“\ ",

Network Anomaly
Detection

> draft-ietf-nmop-network-anomaly-architecture

describes the motivation and architecture and the
relationship to other two documents.

draft-ietf-nmop-network-anomaly-semantics defines
Symptom semantics to enable standardized data
exchange to validate results with network engineers

and improve supervised and semi-supervised
machine learning systems.

draft-ietf-nmop-network-anomaly-lifecycle describes
on managing the lifecycle process, in order to

facilitate network engineers to interact with the
network anomaly detection system to refine the
detection abilities over time.
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Cosmos Bright Lights Rules

Input Metrics: all IPFIX Bytes within an LC

Plane: Data plane

Aim: Detect traffic drops outside the monitoring domain
Concern Object: None

Alerting Aspects:

Traffic volume level

Traffic slope trend

Alerting Scenarios:

Same traffic volume but different slope trend
Same slope trend but a significantly lower volume level

Different slope trend and a significantly lower volume
level

Traffic Volume

Traffic Volume

Traffic Volume

600

500

400 1

300 A

200

600

500

400

300 A

200 4

100 1

500

400

300

200 1

100 +

Same Traffic Volume but Different Slope Trend

—— Current Week Traffic Volume (Different Slope)
——- Past Week Traffic Volume

Time

Same Slope Trend but Lower Volume Level

—— Current Week Traffic Volume (Low)
——- Past Week Traffic Volume

Time

Different Slope Trend with Lower Volume Level

1 —— Current Week Traffic Volume (Different Slope & Low Volume)

—==- Past Week Traffic Volume




Q Cosmos Bright Lights Rules

* Input Metrics: all IPFIX traffic flow (IE3 deltaFlowCount) within an LC
* Plane: Data plane

* Aim: Detect Network connections disruption

* Concern Object: None

e Alerting Aspects:

* Flow count pattern sudden change

Alerting Scenarios:

* Sessions re-establishment after interruption
- Evident flow count spike: A sudden and significant increase in flow count.

- Drop after a spike: A flow count spike following a rapid decline in the flow
count level

* Data forwarding is interrupted without being able to re-establish sessions

- Silent Drop: A sudden and significant drop in flow count level without any
29 prior increase or spike.

Evident Flow Count Spike

Silent Drop
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Cosmos Bright Lights Rules

Input Metrics: IPFIX Bytes within an LC with the following
bad IE89 forwardingStatus Drop

* Adjacency

* Unrouteable

e BadTTL

Plane: Data plane

Aim: Detect excessive network traffic dropping due to
network malfunction

Concern Object: (node_id, iface_in, mpls_vpn_rd)

Alerting Aspects:

* Deviation of the amount of dropped bytes compared to
its usual upper bound

Bytes Dropped Over Time within YPH Service

G004

500 A

A0C 4

o 4

Bytes Dropped

200 A

100 4

—— Byles Dropped
------ Marmal Threshold

Time

Detected Dropping node-iface-rd

Forwarding Node Id, Iface In, Mpls\ Count |

ipd-lss690-r-pe-20 20
1012 20
0:6837:4004710020 20
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Cosmos Bright Lights Rules

Input Metrics: The total number of prefixes in BMP route
monitoring messages within an LC
with log_type =

update

withdraw

Plane: Control plane
Aim:
Detect abnormal surges in the number of updated or

withdrawn prefixes that may indicate unusual or
potentially harmful control plane activity.

Concern Object: (next hop, rd)*

* will be available in the future

Alerting Aspects:

Deviation of the number of updated/withdrawn
prefixes from the usual upper bounds

80

B0

404

BMP Update Rule

— Updaled Prefives
=== Uppsr Bound

a0 100

v
B 100
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September 4th, Maximum Prefix BGP Peer State Change

Alert Level: 0.14

VAW lmmm_m%n Aﬂ_An_H

Sudden Flow Count Change Score: 0.22 «

| I

Interface Status Change Score: 0.00

Dropped Bytes Score: 0.00

Bmp Update Score: 0.45

Bmp Withdraw Score: 0.01 l“

Missing Traffic Score: 0.35 =
\/\ — _ _m_ﬂ _._-_ﬂ_ Ao AL f‘l_ B ﬂ_ﬂ_ A

|

Bmp Peer Down Score: 1.00 - M

00 07:00 08:00 09:00 10:00 11:00

6:00

Cosmos Bright Lights monitoring 64498:46982 64498:55780 L3 VPN in real-time

during incident window — Pivot Link

17:00

0.40

0.01
0.00
0.00

1.00

* ¥ %
* *
»SOS *
* *
* oy *

8: <- i; €---m- 53 ||§ <-- {*g} -

Long time ago, when a new L3 VPN
connectivity service was created, the
maximum prefix limit on a BGP peering
at AWS public cloud was defined but
not proactively monitored.

On September 4t at 08:55 additional
prefixes were advertised into the L3
VPN and observed by Cosmos Bright
Lights Network Anomaly Detection but
nor alerted.

At 09:08 additional prefixes were
advertised and soon after the BGP
peering was teared. Before peering
teardown, the AWS BGP speaker notified
Swisscom's PE node the reason of the
peer down. The Swisscom PE node
forwarded in the BMP peer_down
notification to the data collection where
the peer_down but not the reason was
decoded. Cosmos Bright Lights Network
Anomaly Detection observed the
topology and peering state changes but
did not alert.

Some time later network operation was
contacted due to customer facing
incident...


https://pivot.app.zhh.sbd.corproot.net/pivot/c/3e1342a55962c550a3/CBL_LC_Overview_Prod

Q September 4th, Maximum Prefix BGP Peer State Change
64498:46982 and 64498:55780 L3 VPN's — Real-Time Incident Analysis

Traffic Compared with Previous Week [Missing Traffic] Dropped Traffic [Dropped Bytes]
Shows no drops and
q 559 Gbps traffic volume changes,
<€—— Measured with IPFIX and
373 Gops Correlated with with BGP
VPNv4/6, BMP Adj-RIB In
B and Local RIB.
OO Y AT ORI IR Y LT TSI L.LLL i, - UJL_LL okt d i
D0 o700 0a00 0800 1000 M0 1200 1200 W00 100 1800 70D 1800
BMP route-monitoring updates/withdrawals [Bmp Update/Withdraw] Flow Count Compared with Previous Week [Sudden Flow Count Change]
250k B0k Shows changes in BGP
. 250k topology but no changes
200k <— flow count. Vieasured
o 150k with IPFIX and Correlated
| | with BGP VPNv4/6, BMP
osok , d ' - oo Adj-RIB In and Local RIB.
N |
{00 07:00 0800 08:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 {00 07:00 0800 08:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

Operational Network Telemetry forwarding plane, IPFIX, BMP measured control plane metrics. — Pivot Link
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https://pivot.app.zhh.sbd.corproot.net/pivot/c/2dc721cba6b7d7f768/CBL_LC_Overview_Prod
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September 4th, Maximum Prefix BGP Peer State Change

| Eile Edit View History Bookmarks Tools Help -

| = RFC 7854 - BGP Monitoring Pro X <+

« C

RFC 7854 (PiapesedSianda

4.9. Peer Down Notification

O 8 = datatracker.ietf.org/doc

This message is used to indicate that a peering session was
terminated.

[} 1 2 3
P1234567890123456789012345678901
B D o e e
Reason |
B e T T S S S S T s Jur SR SR
Data (present if Reason = 1, 2 or 3)

P — o —

B e e o h ek T e e S e e o o T R RIS

Reason indicates why the session was closed. Defined values are:

o Reason 1: The local system cleosed the session. Following the
Reason is a BGP PDU containing a BGP NOTIFICATION message that
would have been sent to the peer.

o Reason 2: The local system closed the session. No notification
message was sent. Following the reason code is a 2-byte field
containing the code corresponding to the Finite State Machine
(FSM) Event that caused the system to close the session (see
Section 8.1 of [RFC4271]). Two bytes both set to @ are used to
indicate that no relevant Event code is defined.

»

o Reason 3: The remote system closed the session with a notification
message. Following the Reason is a BGP PDU containing the BGP
NOTIFICATION message as received from the peer.

o Reason 4: The remote system closed the session without a
notification message. This includes any unexpected termination of
the transport session, so in some cases both the local and remote
systems might consider this to apply.

o Reason 5: Information for this peer will no longer be sent to the
monitoring station for configuration reasons. This does not,
strictly speaking, indicate that the peer has gone down, but it
does indicate that the monitoring station will not receive updates
for the peer.

(Fle Edit View History Bookmarks Tools Help ' _
RFC RFC 4486: Subcodes for BGP Ce X +

L) C QO B8 & wawrfc B

3. Subcode Definition

w7 & Qs

The following subcodes are defined for the Cease NOTIFICATIOM

| message:

Subcode

[

Symbolic Mame

Maximum Number of Prefixes Reached ]
Administrative Shutdown

Peer De-configured

Administrative Reset

Connection Rejected

Other Configuration Change
Connection Collision Resolution

Out of Resources

IRV N R SITVIEN

File Edit Wiew History Bookmarks Tools Help o B —

o
| €) NetGauzeferates/bgp-pkt at m: X+
<« C Q 8 githubcom/NetGauze/Ne 77 & (8 Seard ® D @ O
€ Files ¥ main ~  NetGauze / crates / bgp-pkt / 1 Top
Supported BGP Protocol features
Supported message types
Message
RFCs notes
Type
Open RFC 4271 See below for the supported capabilities
Update RFC 4271 See below for the supported path attributes
Notification RFC 4271 See below for the supported notif sub-codes ]
KeepAlive RFC 4271
RFC 2818 and RFC See below for the supported Route refresh
RouteRefresh E— -
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BGP notifications propagate reason for BGP
peer tear down. BMP mirrors BGP
notification at BGP Adj-RIB In with reason
code 3. If no notification was received but
TCP reset was received, then reason code 4
is used.

Show BGP neighbor output in CLI

RP/0/RPO/CPUO:pcallrol0720lt#sho bgp vrf EXTCC-00508-00
neighbor 100.100.98.209
Time since last notification received from neighbor:
00:34:13
Error Code: maximum number of prefixes reached
Notification data received:
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4.2.1. YANG Tree

Figure 1 contains the YANG tree diagram [RFCB34@] of the 'ietf-
network-anomaly-symptom-cbl' module. It augments the 'ietf-relevant-
state' module defined in [L-D.ietf-nmop-network-anomaly-lifecycle].

For each Symptom, the following parameters can be assigned: an
Action, a Reason and a Trigger describing the Symptom; a concern
score indicating how critical the Symptom is; and the associated
network plane.

Where the season enumeration declares wherever a workday or a holiday
hase been taken into consideration for Contextual Outliers. The
template describes which approach and parameters have been used in
the Service Disruption Detection as described in Section 3.2 of
[I-D.ietf-nmop-network-anomaly-architecture]

module: ietf-network-anomaly-symptom-cbl

augment /rsn: relevant-state/rsn: anomalyrrsn ssymptom:

+--1W action? string
+--TW Yeason? string
+--1wW trigger? string
+--TW network-plane?  enumeration
+--1w template? string

+--TW season? enumeration
augment /rsn:relevant-state-notification/rsn:anomaly/rsn:symptom:

+-~ action? string
+4- reason? string
+4- trigger? string

+-- network-plane? enumeration
+-- template? string
+-- season? enumeration

https://datatracker.ietf.org/doc/html/draft-ietf-nmop-network-
anomaly-semantics-03#section-4.2.1
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In Postmortems, the
causality is a key concern.
With symptoms we describe
the causality treeina
human and machine-
readable ontology.

The symptoms is defined in
semantic triple. Where
"action" is the object,
"trigger" the predicate and
the reason "subject".

Predicate

Subject Object

With semantic triple we
knowledge graph.
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IETF NMOP - Semantic Metadata Annotation for Network Anomaly Detection
draft-ietf-nmop-network-anomaly-semantics — Schema Tree

+--ro smtopology:change-start-time?

| yang:date-and-time

+--ro smtopology:change-end-time?
yang:date-and-time

notifications: notifications:
+---n relevant-state-notification +---n relevant-state-notification

+-—-ro publisher +--ro anomaly* [id revision]
| +--ro id? yang:uuid +--ro id yang:uuid
|  +--ro name string +-—ro revision yang:counter32
| +--ro version? string +--ro uri? inet:uri m
+--ro id yang:uuid +-—-ro state identityref ———
+--ro uri? inet:uri +--ro description? string
+--ro description? string +-—ro start-time
+-—-ro start-time yang:date-and-time | yang:date-and-time Shows
+-—ro end-time? yang:date-and-time +-—ro end-time?
+-—ro smcblsymptom:strategy? string | yang:date-and-time the observed
+--ro confidence-score? score +--ro confidence-score? score syn1ptorns,
+-—-ro concern-score score +-—-ro pattern? identityref
+--ro (service)? +--ro annotator the network
|  +--:(smtopology:12vpn) |  +--ro id>» yang:uuid dimensions
| +--ro smtopology:vpn-service* [vpn-id] |  +--ro name string . .
| +-—-ro smtopology:vpn-id string | +--ro version? string trlgge”ng and
| +--ro smtopology:uri? inet:uri |  +--ro annotator-type? enumeration connectivity service
| +-—-ro smtopology:vpn-name? string .
| +-—-ro smtopology:site-ids* string |n1paCt9d-
| +--ro smtopology:change-id? yang:uuid
|
|
|
|

+--ro smtopology:vpn-node-terminations*
[hostname route-distinguisher]

+-—ro smtopology:hostname inet:host
+--ro smtopology:route-distinguisher string

+--ro smtopology:peer-ip* inet:ip-address
+-—ro smtopology:next-hop* inet:ip-address
+-—ro smtopology:interface-idx* uint32
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Agentic Al and its Network Analytics Applicability

HUMAN

With postmortems, network operators gain 7N
insights into the reasoning of network ../
incidents by looking at what has happened, _ -
which operational metrics were available, B g W 1N
and which analytical conclusions were —

derived.

In this process, additional knowledge is
gathered, linked, graphed, and new
knowledge derived.

"Al Fascinates Throughout History"

Without automation this process takes
considerate time and human effort. This is
where agentic Al comes into play.



Q Network Anomaly Detection Postmortem Refinement Lifecycle
validated gaining analytical insights

Use Case 1: Starting from Network Anomaly

F e e e e e e +
b > | Detection | --------- + Detection symptom ontology, agentic Al
Adjustments : Foommoeeeos * : Symptoms assisted context aggregation from incident

; tickets, maintenance window story books,
Tt N Toorom postmortem and network platform wikis,
| Refinement |<--------------------- | Validation | ] . ]
PR ; Problem e + can ease human-in-the-loop verification

GRS, significantly.

Use Case 2: Based on previous validated alerts agentic Al can pre-label and propose postmortem
drafts on new alerts and thus help network operation not only the information gather but also in
the postmortem creation.

Use Case 3: In the refinement phase, new knowledge-based detection rules and detection
strategies or existing refined can be proposed and through network incident data replay

effectiveness can be verified.
38



39

Agentic Al and its Network Analytics Applicability
YANG Data Processing Automation

module:

YANG network data is nested, consists of complex
schemas and contains semantic rich information's.

Not all data systems are supporting all YANG data types
and nested data structures. Therefore, manual post
processing for time series database ingestion is
sometimes needed.

When schema validation fails due to software issues in
the data acquisition, causality needs to be clarified, and
manual network vendor tickets are raised.

Thanks to schema registry and streaming catalog agentic
Al integration,

Use Case 4: Agentic Al can propose YANG
transformations to data stewards.

Use Case 5: Agentic Al can find schema violation root
causes and propose and test YANG schema and data
instance fixes to data owners.

ietf-interfaces
+--rw interfaces
+--rw interface* [name]

+-—-rw name

+--rw description?
+-—-rw type

+--rw enabled?

+--rw link-up-down-trap-enable?

+--ro admin-status
+-—-ro oper-status

+--ro if-

index

+--ro phys-address?
+--ro higher-layer-if*
+--ro lower-layer-if*
+--ro speed?

+--ro statistics

+--10
+--10
+--10
+--10
+--10
+--10

+--ro
+--ro
+--ro
+--ro

+--ro
+--r0
+--r0
+--r0

discontinuity-time
in-octets?
in-unicast-pkts?
in-broadcast-pkts?
in-multicast-pkts?
in-discards?
in-errors?
in-unknown-protos?
out-octets?
out-unicast-pkts?
out-broadcast-pkts?
out-multicast-pkts?
out-discards?
out-errors?

string
string
identityref
boolean
enumeration
enumeration
enumeration

{if-mib}?
{if-mib}?

int32 {if-mib}?
vang:phys—-address

interface-re
interface-re
yang :gauge 64

f
f

yang:date-and-time

yang:counterc4
yang:counter 64
yang:counteroc4
yang: countero64
yang:counter32
yang:counter32
yang:counter32
yang:counteroc4
yang:counterc4
yang:counter 64
yang:counter 64
yang: counter32
yang:counter32
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IETF 125 in Shenzhen China

Network Analytics at IETF 125 in Shenzhen
| Thomas Graf @
&b Dis?inmg:issherdaNetwo:k Engineer and Network Analytics Architect at Swisscom. @ @

Changing the way how we observe networks.

March 25, 2026 Qh Messaging . B A~
L]
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125-shenzhen-thomas-graf-svmee/.

Next Stop IETF 126 hackathon in Vienna:

Validate YANG-Push to Message Broker
End-To-End Data Processing Chain at

validate and verify

5 YANG-Push Publishers

2 YANG-Push Receivers

2 YANG-Push Network Telemetry Message

1 YANG Message Broker Producer and
Schema Registry

3 YANG Message Broker Consumer

implementations in YANG data schema validation
and obtaining latest YANG-Push subscription state.
Subscribe to YANG data on YANG-Publisher, obtain
and register all YANG modules necessary to build
YANG schema tree, register YANG schemas to
Schema Registry and verify YANG notifications
against scheme trees and produce and consume
from Message Broker.
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