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About Me
• 2020 – Started at Init7 as Software Engineer
• 2022 – Finished my Bachelor at ZHAW with my Thesis called“Network Infrastructure automation with NetBox”
• Trying to actually implement automation ever since ...
• Picked up woodworking as a hobby



OSS & BSS
OSS - Operations Support System BSS - Business Support System
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• Do we have all the data weneed?
• Customer name on theinterface description?

Service provisioning
OSS Service isprovisioned
Plugin

Glue System

Reads data from



• NETCONF!
• RFC 4741 from 2006• Open standard and vendor agnostic• Supports preparing, validating andatomic commit of configuration• Supports replacing specific sections ofconfiguration• Supplemented by YANG to get acomplete schema of possibleconfiguration

Getting the config onto the Device
NetBox



• So it’s easy right? Just write atemplate once for your datamodel
• YANG Models defined by IETF are barelyusable• OpenConfig tried to solve this, but vendorsupport is very limited

Getting the config onto the Device
NetBox

• Okay fine, so let’s write vendorspecific templates instead...



So what does NETCONF“Support” really mean?
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So what does NETCONF“Support” really mean?



Really?



Back to pushing CLI commands...
• Well established tools - Ansible
• Network Engineers often already havesome training
• Applying configuration is non-atomic
• Replacing sections reliably is impossible





Learnings & Takeaways
• Current generation software seems to catch up with NETCONF support – though verifyingand testing is still necessary

• Model based configuration system is key
• Tooling around NETCONF, RESTCONF & YANG has room for improvement

• Cisco YANG Suite – Powerful but slow, glitchy and closed-source• libnetconf2, libyang – Low level• Pyang, ncclient – Probably the easiest for automation
• Single source of truth doesn’t solve all problems

• Escape hatches are often necessary to fix urgent issues• Attempting to represent reality through abstract data models will always contain gaps• Once synchronization is introduced, divergence is possible
• You’ll always encounter legacy systems where workarounds are needed



Thank you!


