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Important project goal: “Deterministic”

* Definition
* OQutcome is fully determined by initial conditions (no randomness).
* Same input - same output, every time.

* Contrast: LLMs

* LLMs appear non-deterministic: they use randomness (e.g. sampling, temperature) for diverse,
natural answers.

* You can reduce randomness (e.g. temperature=0) but they’re still not strictly deterministic like a
program.

* Possible solution

 GitLab CI/CD + Ansible = deterministic automation.

* Same playbooks, inventory, and variables - same actions; the pipeline runs the same steps every
time.
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The Toolchain (NAF-aligned)

Presentation

LibreChat with NetOps Assistant (MCP Client), Grafana, HyperDX
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Reference: https://reference.networkautomation.forum/Framework/Framework/
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MCP - The USB-C for Al Agents

* Model Context Protocol (MCP):
J developed by
e Connects with external data & tools

¢ Defines a simple Host—Protocol-Server
architecture

* Exposes primitives: Tools (actions),
Resources (data), Prompts (templates)
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Tools / Data Sources

API, webservers

' Files, DBs
MCP Hosts
(Al Agents) Prompts
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How MCP Works

Claude Desktop,
Cisco Al Agent,
Cursor, etc.

Maintained by the
Service / Tool
provider

A

MCP
Protocol
MCP Client
* A software agent with integration to LLM
model(s)

* Orchestrates conversation flow
* |nitiates connections to MCP servers
* Handles user requests and responses
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MCP Server <

Service /
Tool
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MCP Server

Connects to tools and functions
Acts like a “translator” between the
tool and the client

Can act as a security gateway
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Code example of IOS XE MCP Server

2900 g i0s_xe_mcp_server.py

mcp = FastMCP("ios-xe-mcp-server"

@mcp.tool()
def show_command(command: str, host: str) — str:

Executes a 'show' command via SSH (Netmiko) on an I0S XE device.

Args:
command: Show command to execute (e.g., 'show ip interface brief')
host: IP address or hostname of the I0S XE device

Returns:
Command output as string or error message

nmon

if not host:
return "Error: host parameter is required"

device = create_safe_device_dict(host, DEFAULT_USERNAME, DEFAULT_PASSWORD)

try:

except Exception as e:

Get the code: https://github.com/pamosima/netops-stack/ ...

cisco
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Al Flows

* Flows = Resources + Tools.
* Runbook text = Resources (application-controlled context).

* The flow text lives in flow_resources.py and is exposed as MCP resources (e.g.
netops://flows/troubleshoot, netops://flows/apply config).

 Executing steps = Tools (model-controlled actions).

* Flow tools: flow_run_troubleshoot_flow, flow_run_apply flow,
flow_trigger _compare_pipeline, etc.

* Domain tools: netbox_*, prometheus_*, clickhouse_*, gitlab_*, ios_xe_*.

Hmm
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© NetOps Assistant
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5 programmatic configuration changes by SSH Process

User: netadmin from vty1
5. Session Closed (08:18:42)

User netadmin logged out

M Message Summary
Breakdown by Type:
™ gRPC/gNMI telemetry: ~80+ messages (normal telemetry activity)
&Y SSH/Login events: Multiple successful logins and logouts by netadmin
# Configuration changes:
08:15:48 - VLAN 999 added (name TEST, vlan 999)
08:18:39 - VLAN 999 removed (no vlan 999) &

B Config Replace: Successful at 08:18:39

¥ Rollback Confirmation

The syslog confirms that:

# Config replace
# VLAN 999 was explicitly removed with no vlan 999 command
# No errors occurred during the rollback process

# Device is stable - normal gNMI telemetry continues after rollback
Original Change (08:15:48): User added VLAN 999 with name TEST

Rollback (08:18:39): VLAN 999 successfully removed via config replace

Would you like me to run another troubleshoot check to confirm the configuration is now back to baseline with no
drift?

Message NetOps Assistant

0

LibreChat v0.8.3 - Every Al for Everyone.  Privacy policy = Terms of service
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Key Takeaways

Single source of truth (SoT):
NetBox + GitLab for intent and config; Prometheus + ClickHouse for metrics
and logs so “should be” and “is” are in one loop.

Deterministic toolchains:
Ansible + GitLab CI/CD for repeatable collect, compare, apply, and
rollback.

MCP and Al:

MCP server with runbooks and tools so LLM drives NetBox, Prometheus,
ClickHouse, and GitLab without skipping automation.
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Additional Resources

 https://github.com/pamosima/netops-stack

* https://github.com/Untersander/gnp-stack

e https://github.com/pamosima/network-mcp-docker-suite
e https://github.com/pamosima/BRKOPS-2357

* https://developer.cisco.com/site/ai/

e https://reference.networkautomation.forum/Framework/Framework/
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